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Development of digital competence
of teachers in vocational education institutions

Abstract. Teachers’ digital competence is key to preparing students for the digital age. It is not only computer skills,
but also the creation of interactive learning, assessment and collaboration. The aim of the study was to assess the level
of information and communication competence of vocational teachers. A comparative analysis of tools for assessing
teachers’ media literacy is made. An overview of global and national trends in the development of digital competence
of teachers, as well as the development and implementation of digital literacy programmes, is provided. Attention is
paid to the role of the teacher as a facilitator, the problems of network security and the use of artificial intelligence
(A]) in education. According to the results, the level of digital competence among teachers varied: 43.3% have a high
level, 50% have an average level, and 6.7% have a low level. The main problems identified were insufficient knowledge
of specialized software, lack of systematic training and technical support, and low motivation due to workload and
stress. As part of the development of a programme to improve digital competence, the need to introduce compulsory
courses in digital literacy, provide the necessary equipment and technical support, reduce the workload of teachers, and
monitor successful international experience, such as regular courses and trainings, online courses, practical classes,
project work, technical support and mentoring programmes; create communities for sharing experiences and a reward
system to motivate teachers; organize effective feedback; and develop a system of teacher training and mentoring.
The implementation of these recommendations is intended to help improve digital literacy and enhance the quality
of education. The findings of the study can be used by the management of educational institutions to develop and
implement programmes to improve the digital competence of teachers, which will improve the quality of the educational
process and prepare students for the requirements of the modern digital society. These results may also be useful for
state educational authorities in developing national standards and policies on digital literacy of teachers

Keywords: information and communication technologies; skills updating; facilitator; learning effectiveness; teacher
reflection

INTRODUCTION

Technological advances, changing student needs for inter-
activity and personalization of education, and the COV-
ID-19 pandemic have led to an increase in the importance
of teachers’ digital skills. This process has become rapid,
driving educational transformations. Educational institu-
tions have been forced to adapt to new realities, focusing on
developing not only knowledge but also the flexible skills
necessary for successful life in a dynamic society. Criti-
cal thinking, strategic planning, flexibility — these are the
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qualities that distinguish a modern, competitive and suc-
cessful teacher. Teachers who want to be successful must
have not only in-depth knowledge, but also strong skills in
the use of information and communication technologies
(ICT) and be able to implement innovative practices in the
educational process using modern learning models.

Given these trends, digital training of teachers is an
urgent necessity. The development of teachers’ digital
competence in vocational education depends on several
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key factors: professional development and training, avail-
ability of modern technical infrastructure, access to fast
internet, administrative support, and motivation. Train-
ing should be based on modern legal documents that de-
fine standards and requirements for digital competence.
In Ukraine, the guiding documents are Resolution of the
Cabinet of Ministers of Ukraine No. 184 (2024) and Order
of the Cabinet of Ministers of Ukraine No. 167-r (2021).
The issue of digital experience has been actively studied
in the scientific and educational environment, contrib-
uting to a better understanding of the opportunities and
challenges of introducing digital technologies into the
educational process.

In the work by A. Goncharenko et al. (2024), the au-
thors identify and summarize the types of online resources
for educational purposes, providing a comparative descrip-
tion of their functionality, advantages, and disadvantages.
The work aims to provide teachers with information to se-
lect the best online resources, help develop effective strat-
egies for integrating them into curricula, and promote the
informed use of technology in education. The article by
M.N. Perumal et al. (2022) is devoted to the search for ways
to integrate digital technologies into the practice of edu-
cational institutions. The authors of the study showed that
e-content provides a favourable environment for blended
learning, simplifying the work of teachers and improving
student outcomes compared to traditional methods. In
the work of S. Iovchev et al. (2024), the authors provide
an overview of distance learning tools: platforms for cre-
ating courses, communication, and assessment Moodle,
Zoom, Edmodo, Canvas; virtual and augmented reality,
which provide immersive experience and promote knowl-
edge acquisition; cloud technologies for hosting materials,
flexibility of learning. In the work by L. Ovsiienko (2023),
the author analysed the advantages and disadvantages of
introducing smart technologies in teaching philological
disciplines, emphasizing the importance of their compe-
tent and purposeful use.

The authors S. Kharytska & A. Kolisnychenko (2023)
investigated the search and information competences of fu-
ture biomedical engineers and economists by developing a
method for assessing these skills and a training programme
using electronic dictionaries. The programme focused on
developing strategies for finding information in electronic
dictionaries and understanding their functions. This pro-
gramme significantly increased the number of students
who reached the desired level of search and information
competence. The study by M. Nyathi & E. Sibanda (2023)
found that the teacher has become not just a translator of
knowledge, but a facilitator of learning, helping a group of
people to work effectively together, achieve common goals
and make decisions. Researchers have focused on the im-
pact of different interactions on student satisfaction in
e-learning environments. They concluded that learners do
not evaluate all interactions equally: both learner-learner
interaction (LLI) and learner-facilitator interaction (LFI)
contribute to satisfaction, but LFI has a stronger impact. It
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is emphasized that these interactions are not interchange-
able, and that learners benefit more from collaborating
with instructors than with other learners in e-learning.

In the work of K. Riabets (2024), the author theoreti-
cally substantiated the definition of information and dig-
ital competence of a vocational teacher, exploring the im-
pact of modern technologies on the quality of educational
services and providing recommendations for their imple-
mentation. The author S.V. Tolochko (2021) studied the di-
rections of digitalization in different types of educational
institutions, identifying ways, methods, and conditions for
the formation of teachers’ digital competence in the sys-
tem of postgraduate teacher education. The article points
out that information technology in education is usually
used as an auxiliary tool, but for better effectiveness, it
should be used as an independent product. In the work of
D. Dzvinchuk & I. Ozminska (2020), the authors analysed
the development of education in relation to global devel-
opment trends, noting that innovation will be a key feature
of the education of the future, and personal and interper-
sonal skills will be valued more than knowledge, curricula
will be adapted to the needs of each student, and teachers
will become mentors and facilitators.

In view of the above, it is stated that an important
problem in the process of maintaining the level of digital
skills of vocational teachers is the lack of structured feed-
back and its systematic analysis. This is due, among other
things, to the dynamic development of digital technologies,
which makes it difficult to constantly update the knowledge
and skills of teachers, creates the need to constantly inform
educators about the news, to upgrade digital skills, that is,
to create an infrastructure for mastering innovations. The
aim of the study was to assess the level of information and
communication competence of vocational teachers. The
study solved the following tasks: a comparative analysis
of tools for assessing teachers’ media literacy; global and
national trends in the development of digital competence
of teachers; surveys and interviews among teachers on the
use of digital technologies in teaching; analysis of the re-
sults and development of recommendations on ways to im-
prove the level of digital training of teachers.

MATERIALS AND METHODS

To find effective tools for developing digital competences,
the article reviews and analyses modern digital platforms
for assessing and researching the state of teachers’ media
literacy and the experience of their use in the education-
al process. In particular, such methodological approach-
es as the Digital Competence Framework for Educators
(DigCompEdu), the Technological Pedagogical Content
Knowledge Framework (TPACK), the Substitution, Aug-
mentation, Modification, Redefinition Model (SAMR) and
the International Computer and Information Literacy
Study (ICILS) were considered.

Taking into account the available resources and re-
strictions of martial law, the heavy workload of teachers,
and unequal access to technical resources, the study was



divided into several stages. At the first stage, to obtain
quantitative and qualitative results of assessing the state
of digital skills in the educational institution, a survey
of teachers of vocational education institutions using
Google Forms and paper questionnaires was proposed,
covering the following areas: basic information about the
teacher — teaching experience and subject taught; lev-
el of digital technology proficiency - use of a computer,
the Internet, e-mail, search engines, digital educational
resources, online learning platforms; awareness of artifi-
cial intelligence (AI), experience in using Al tools in the
educational process; knowledge of online security rules,
ability to protect oneself and one’s students from online
threats; experience in conducting online lessons, using
interactive teaching methods.

The target population of the sample was teachers of
vocational education institutions, and 30 respondents took
part in the survey. The questionnaire contained 25 ques-
tions designed to obtain data on the level of pedagogical
use of technology: integration of ICT in the educational
process, use of online resources, creation of digital content,
communication and collaboration, problems and ways to
solve them. The survey included 2 open-ended questions, 11
closed-ended questions with a single choice, 11 closed-end-
ed questions with multiple choice, and 1 ranking question.
The survey was distributed among teachers via email and
messengers, and they were asked to fill out paper question-
naires. The survey data was collected and processed using
Google Forms. The combination of online surveys using
Google Forms and paper questionnaires minimized the im-
pact of technical problems, although it increased the labour
intensity and time of the survey. In order to obtain more
accurate and reliable results, the questionnaire was dis-
tributed using the snowball method, when the respondents
who had already been interviewed sent invitations with a
link to their colleagues, following cybersecurity rules. In
other words, a non-random accessible sample of respond-
ents who agreed to participate in the survey was used.

The survey was conducted in compliance with all the
provisions of the Declaration of Helsinki (2013). All partic-
ipants were informed in advance about where and how the
information they provided would be used. This included a
detailed explanation of the research objectives, data collec-
tion methods, potential risks and benefits, and measures to
ensure confidentiality and protection of personal informa-
tion. Using the Google Forms platform, a statistical anal-
ysis of the closed questions was made to identify general
trends (percentage of respondents supporting a particular
point of view) to identify the main issues that require fur-
ther research. The analysis of the survey results was aimed
at identifying key trends and issues, as well as topics for
further interviews with respondents to understand in de-
tail the answers of respondents and the context of their
opinions. Subsequently, the respondents were interviewed
based on the list of questions generated from the survey
analysis. The respondents were offered the following inter-
view formats to choose from: a personal meeting with the
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respondent in a place convenient for them, an interview
via mobile phone, communication with the respondent via
text messages in a messenger, video conferencing, online
calls to communicate with the respondent. List of inter-
view questions:

1. In your questionnaire, you mentioned that the prob-
lem of lack of motivation is important to you. Could you
tell us in more detail how this problem affects your profes-
sional activities?

2. What, in your opinion, is the main reason for the
problem of lack of motivation? Are there any specific factors
or events that you think contributed to its development?

3. Have you had any personal experience with students
being distracted during class? If so, could you share this
story and tell us how you dealt with the situation?

4. What steps do you think could be taken to address
the problem of cyber addiction? What measures do you
think would be most effective?

5. What role do you think the educational institution
should play in addressing the issue of personal data protec-
tion? Are there specific examples of successful initiatives
that you have heard about or participated in?

6. What sources of information do you usually use to
learn more about Al capabilities? Do you think these sourc-
es provide sufficiently objective and complete information?

7. How do you feel when you think or talk about the
issue of lack of motivation? Do you experience any emo-
tional difficulties or stress related to this issue?

The interviews were designed to create a more ho-
listic picture, to identify key themes and issues raised by
respondents. During the interviews, the anonymity, and
confidentiality of the information provided by the respond-
ents was ensured. The data obtained during the survey was
processed and analysed using statistical methods. Charts,
graphs, and tables were used to visualize the results. The
interview data were analysed using thematic analysis,
which allowed determining key themes and patterns in the
respondents’ answers.

RESULTS

Digital competence is a set of knowledge, skills, and atti-
tudes required to use digital technologies effectively and
critically in different areas of life, including the ability to
understand, use and integrate digital means of commu-
nication and everyday tasks. Digital competence includes
both technical skills and socio-ethical aspects of ICT use.
The components of digital competence are the ability to
effectively search for, evaluate and use information from
digital sources, the ability to critically analyse it and dis-
tinguish reliable sources from unreliable ones; use of dig-
ital tools for communication and cooperation in compli-
ance with network etiquette and rules of conduct in the
digital environment; ability to create and edit digital ma-
terials in compliance with copyright and licences for dig-
ital content; knowledge of the basic principles of cyber-
security, personal data protection and privacy, the ability
to recognize and prevent threats on the Internet; search
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for and implement new digital solutions to improve pro-
fessional activities. For teachers of vocational education
institutions, information literacy is critically important,
as it directly affects the quality of the educational process
and the preparation of students for professional activities
in the digital economy.

A high level of digital competence of teachers can-
not be achieved without continuous professional devel-
opment and updating of knowledge in the digital sphere,
which will allow maintaining the skills of using e-learning
platforms, interactive learning tools and virtual laborato-
ries, developing and implementing digital learning mate-
rials and resources at the appropriate level. An important
component of information literacy is the ability to use
digital tools to assess students’ knowledge and skills, use
analytical systems to monitor and identify needs for cor-
rection of the learning process. The list of requirements
for digital competence cannot ignore the social and ethi-
cal aspects: fostering a responsible attitude to the use of
digital technologies, ensuring the security and confiden-
tiality of the information they process. Demonstrating
their own positive attitude towards the latest technolo-
gies and motivating students to develop their digital skills
through their own example and support, i.e. personal
example, also plays an important role among the social

gouc
S
e
\90((\
NG
(,)\
&
\O
]
Digital
competences

&

Digital
Resources

Subject specific
competences

&

Assessment

aspects. Taking these components and requirements into
account ensures a high level of media literacy among
teachers, which contributes to effective teaching and pre-
paring students for the modern labour market. Modern
digital platforms help to assess and develop the informa-
tion and communication competence of teachers, taking
into account various aspects of their work and improving
the quality of teaching and learning.

The European Commission has created the Dig-
CompEdu tool, which is a structured system consisting
of six main areas, including: professional engagement,
digital resources, teaching and learning, assessment, sup-
port and learning, and student empowerment. Each of the
pillars contains specific competences that teachers devel-
op. The model describes what it means to be a competent
teacher and provides a common reference framework to
support the development of teachers’ digital competences
in Europe. DigCompEdu is used in different contexts across
Europe to design teacher training, assessment and profes-
sional development programmes; and education policies
to support the development of teachers’ and students’
digital competencies. Implementing DigCompEdu-based
programmes can be resource-intensive and involves a cul-
ture change in schools, so support from school leadership
and other stakeholders is essential for success (Fig. 1).
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Figure 1. Structure of the DigCompEdu digital competence framework
Source: compiled by the author

The next tool, TPACK, integrates technological knowl-
edge with pedagogical and content knowledge to help
assess the use of technology in learning (Koehler & Pu-
nya, 2013; 2016). TPACK is a complex concept that can
be difficult to understand and apply, and implementing
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TPACK-based programmes can require significant resourc-
es (Fig. 2). The SAMR tool describes four levels of technolo-
gy integration into learning to create a bank of digital tasks
to replace existing ones and is used for teacher training and
professional development and educational research.
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Figure 2. Structure of the TPACK
digital competence framework
Source: compiled by the author

ICILS is an international study of computer and in-
formation literacy of students and teachers conducted by
the International Association for the Evaluation of Ed-
ucational Achievement since 2011 (Fraillon et al., 2019).
ICILS assesses knowledge and skills in areas such as the
ability to use a computer to perform tasks such as informa-
tion retrieval, communication and content creation, and
understanding of the ethical and social aspects of using
computers and information. ICILS has been conducted in
42 countries, including Ukraine. This tool helps to iden-
tify the strengths and weaknesses of education systems
in different countries and helps to develop policies and
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programmes aimed at improving computer and informa-
tion literacy. This framework is a rather complex study that
requires significant resources to conduct. The results are
difficult to compare across countries, as education systems
and cultural contexts vary considerably. The results show
that the level of computer and information literacy of stu-
dents in different countries varies significantly: students in
developed economies tend to have higher levels of comput-
er and information literacy than students in less developed
economies (International Computer and..., 2023). All these
methods are aimed at assessing and developing teachers’
information and communication competence, taking into
account various aspects of their activities, including pro-
fessional knowledge, pedagogical methods, technological
skills, and focus on improving teaching and learning. Each
of the methods is internationally recognized and used in
different countries to assess and develop teachers’ digital
competences. Although all these methods have a common
goal — to assess and develop teachers’ digital competenc-
es — they differ in their assessment approaches, struc-
ture, data collection methodology, and result orientation.
Their comparative characteristics are presented in Table 1.
Ukraine regularly monitors the level of digital skills of edu-
cators and implements training programmes. The Ministry
of Education and Science of Ukraine, with the support of
Google Ukraine, organized free training under the Goog-
le Digital Tools for Education programme to improve the
effectiveness of distance learning in the 2022/2023 aca-
demic year. The training was conducted by the Academy
of Digital Development. To assess digital competence, the
programme included surveys, questionnaires, performance
evaluations, and classroom observations. The assessment
criteria depended on the context and purpose. The identifi-
cation of additional training needs for vocational teachers
was carried out through a comparative analysis.

Table 1. Comparative characteristics of methods for assessing teachers’ digital competence

DigCompEdu TPACK

SAMR ICILS

Uses a framework of six
digital competency areas,
each of which contains
specific competencies

Approach to the
assessment

It focuses on the
integration of
technological knowledge
with pedagogical and
content knowledge,
evaluating how this
knowledge is combined

Evaluates the use of
technology at four
levels (replacement,
supplementation,
modification,
transformation),
determining the depth of
their integration

Uses testing and
questionnaires to assess
the digital competence
of teachers and students

internationally

It has a clearly structured
system of six main areas
of competence

Structure and
components

It consists of three
main components
(technological,
pedagogical and content
knowledge) and their
intersections

More focused on
international comparison
and includes an
assessment of the
competencies of both
teachers and students

A simple four-level model
that assesses the depth of
technology integration

Data collection
methodology

Uses self-reported tools
and interviews

Often uses questionnaires
and surveys to collect data

It is usually assessed
through observation
and analysis of learning
materials

Uses standardized testing
and questionnaires to
collect data internationally
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Table 1. Continued

DigCompEdu TPACK

SAMR ICILS

Focuses on the
professional development
of teachers through the
improvement of specific
competencies

Focus on results

Aimed at integrating
technology into the
learning process through a
combination of knowledge

Assesses the overall level
of digital competence of
teachers and students for
international comparison

Assesses progress in

the use of technology
from the basic to the
transformational level

Source: compiled by the author

For the assessment and development of teachers’ dig-
ital competences in Ukraine, the above-mentioned Dig-
CompEdu in the DigComp 2.1 version was chosen as a basis
(Carretero et al., 2017). The Digigram platform, created by
Ukrainian experts on the basis of the European conceptu-
al and reference Framework of Digital Competences for EU
citizens, is based on standardized methods, which guar-
antees the objectivity and comparability of the results.
Knowledge and skills are measured based on clearly de-
fined criteria. The testing procedure is regulated, instruc-
tions are unified, and results are recorded, processed and
stored in accordance with established standards. Thanks
to this tool, teachers can assess their level, reflect on the
results, receive a certificate and use it both to confirm their
competencies and to find a job. The experience of using the
Digigram self-testing platform for teachers is being stud-
ied in order to increase the digital literacy of teachers and
improve the quality of education. This process includes
the following key steps. To determine the current level of
knowledge, the platform allows teachers to take tests that
assess their skills in various aspects of digital competence.
Once the test results are received, the data collected is
analysed to identify general trends and problem areas in
teachers’ digital literacy, which allows educational author-
ities to develop targeted professional development pro-
grammes. The platform also provides access to self-study
resources, webinars, online courses and other materials to
help teachers and adjustments through retesting to assess
progress. This allows identifying the effectiveness of learn-
ing and making the necessary adjustments.

Studying successful cases of using the Digigram plat-
form helps to identify best practices and models that can
be implemented at different levels. Within a particular ed-
ucational institution, it is considered appropriate to intro-
duce a survey using the DigComp 2.1 criteria. For this pur-
pose, a list of questions for both the questionnaire and the
follow-up interview is proposed to obtain not only quan-
titative but also qualitative results. The survey was aimed
at determining the attitudes and opinions of respondents
regarding the state of digital competence in a vocational
education institution. The proposed questionnaire covered
such topics as general information about the respondents,
their assessment of their digital competence level accord-
ing to criteria including: the ability to use digital tools and
technologies in the learning process, understanding of dig-
ital security and data protection, the ability to create and
adapt digital educational resources, and skills of interac-
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tion and communication in the digital environment. Ac-
cording to the results, teachers of both general education
subjects (30%) and vocational subjects (36.7%) and tech-
nologies (33.3%) took part in the survey. Their teaching
experience ranged from 5 to 30 years and was evenly dis-
tributed among the sample. The distribution of the self-as-
sessment results indicates a sufficient level of competence,
but they should be interpreted with caution (Fig. 3). They
can be useful for getting a general idea of the level of digi-
tal skills of respondents, but they are not a substitute for an
independent assessment, which provides a more objective
and reliable picture.

Beginner
B |ntermediate level
Advanced user

Expert

Figure 3. Respondents’ self-assessment
Source: compiled by the author

The most used presentation tools were PowerPoint
and Prezi, which demonstrates the convenience of this
method of presenting information in a clear and concise
manner for teachers. Video and audio materials and on-
line learning platforms (Moodle, Google Classroom) are
in second place, followed by social media and interactive
learning materials (Fig. 4).

Online learning platforms

Tools for creating presentations
Interactive learning materials
Video and audio materials
Social media

Other

0 5 10 15 20 25 30

Figure 4. Respondents’ use of digital technologies
Source: compiled by the author



The answers to the next question showed a strong
desire of respondents to master the latest tools such as
Kahoot!, Mentimeter and others to create and use inter-
active content, which showed that teachers are aware of
the effectiveness of interactive teaching methods (Fig. 5).
The results also indicated a significant need for teachers
to master automatic assessment platforms (Google Forms,
Edmodo), which indicated the existence of a problem with
the workload of this task. At the same time, teachers ex-
pressed interest in personalization and feedback tools (Du-
olingo, Adaptive Learning).

Online learning platforms Tools
for creating presentations
Interactive learning materials
Video and audio materials
Social media

Other

0 5 10 15 20 25 30

Figure 5. Teachers’ needs for mastering new digital tools
Source: compiled by the author

The question about challenges in using media tools
indicated a lack of motivation and technical difficulties
as the dominant factors (Fig. 6). Also, noteworthy are the
difficulties in integrating digital technologies into the cur-
riculum and the lack of support.

Lack of training

Lack of access to resources
Technical problems
Insufficient support

Lack of motivation
Negative attitude
Problems with integration
Lack of awareness
Problems with evaluation
Problems with provision
Other

0 5 10 15 20

Figure 6. Factors hindering the use
of digital technologies in education
Source: compiled by the author

A valuable result is the absence of negative attitudes
towards digital technologies in the sample, which indi-
cates that respondents are open to change, willing to take
risks and try new teaching methods, adapt to new peda-
gogical approaches, and cooperate with colleagues and
administrators to improve the educational system. At the
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same time, the result confirmed the view that there is no
sustainable-structured system for learning technologies.
The overwhelming majority of respondents (86.7%) are
not sure whether their educational institution provides
sufficient support for digital learning, or have not expe-
rienced it at all (Fig. 7). The next step was to explore how
teachers develop their digital skills. Self-study was the
most popular option. Considerable attention was paid to
online courses (Fig. 8).

B Yes

No

Not sure

Figure 7. Responses to the level
of support for the educational institution
Source: compiled by the author

Online courses
Webinars
Seminars
Independent study
Other

0 5 10 15 20 25 30

Figure 8. Ways to develop teachers’ digital skills
Source: compiled by the author

The respondents expressed interest in receiving
regular updates on news and tips for using digital tools
in teaching (67.7% of the total number of respondents),
agreeing to receive regular newsletters. The question
about what additional resources or support the respond-
ents would like to receive to develop their digital skills
allowed them to choose from several answers, the result
is presented in the form of a frequency table. The answer
“Training with a mentor” was given by 4 respondents
(13.3%), the option “Training with a mentor + Profes-
sional organizations” was chosen by 6 respondents (20%)
and 5 choices (16.7%) were made for the option that also
includes resources from the educational institution. This
shows that the majority of respondents prefer learning
with a mentor as opposed to self-study, webinars, sem-
inars and conferences, or choose a comprehensive ap-
proach to this issue (Table 2).
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Table 2. Frequencies of respondents’ choices of ways to improve digital skills

Answer Number of elections Percentage
A. Online courses - -
B. Webinars 1 3.3%
C. Seminars and conferences - -
D. Professional organizations 1 3.3%
E. School/institutional resources - -
F. Independent study - -
G. Learning with a mentor 4 13.3%
B+E 2 6.7%
A+B 1 3.3%
A+B+C 1 3.3%
A+G 1 3.3%
A+D+G 1 3.3%
A+E 1 3.3%
A+C+E 1 3.3%
D+G 6 20%
D+E 4 13.3%
D+E+G 5 16.7%
E+G 3 10%

Source: compiled by the author

dependence on technology, and the cost of application.
The most significant benefits of using Al in education were
the improved accessibility and automation of tasks, with
individualized learning also mentioned. Their expectations
for the future use of AI in education are positive: all re-
spondents noted the impact of Al on the learning process,
as well as its future impact on teachers’ research (Table 3).

Questions 11-15 concerned the respondents’ attitudes
towards the use of Al in educational activities. The results
indicate awareness and interest in this tool, as well as the
desire of teachers to master the use of Al algorithms to auto-
mate assessment and as a tool for creating educational con-
tent. Opinions on possible threats to the use of Al are divided
between the problems of data security, bias of Al algorithms,

Table 3. Results of the survey on the use of Al in education, %

in your teaching?

advantage of using Al

threatening in the use

of Al in teaching

Would you like
What do you think Which of the challenges What are your to receive more
Do you use Al is the most important do you see as the most expectations for the use information

and support on

in teaching? of Al in teaching? in the future? the use of Al in
teaching?
Automaton. Improving Bias in Al New innovative
Evaluation of 76.7 access to 50 . 333 tools based on 63.3 Yes 76.7
. algorithms .
tasks education Al will appear
. Al will become
Tools for creating Automation of Data privacy and more integrated
learning content | 23.3 30 p. . Y 30 . g' 36.7 No 23.3
tasks security issues into educational
based on Al
processes
Chatbots for Individualization Dependence on Altxllrlelsbei\?s:d
interacting with 10 of learnin 133 tichnolo 233 teaching and 26.7
students & &y g
learning
Personalization I have no
Other 6.7 - 3.3 Cost 133 expectations on -
of training .
this issue
Support for 33 Unpreparedness )
students ’ of teachers
| don’t see any i Other i
advantages

Note: questions marked with * offered multiple choice answers, so the sum of the percentages for such questions may not add up to 100%
Source: compiled by the author
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Questions 16-20 dealt with online safety in the use of
digital technologies in education: a significant proportion
of respondents noted that their educational institution did
not provide training on this issue. They showed interest in
this issue, dividing their attention between the problems of
personal data protection, cyber addiction and online fraud.

0. Diachuk

Respondents also acquire new knowledge on online securi-
ty mainly on their own and through online courses such as
Coursera and Khan Academy, while not being confident in the
sufficiency of the activities organized by the educational in-
stitution on this issue. Respondents see education and train-
ing as the main way to master safe technologies (Table 4).

Table 4. Results of the survey of respondents on online security in education, %

Have you or your Do you think your
school/institution | Which of the following What additional resources school/institution
. . . . What resources do you . .
conducted online | online security topics do use for online safet or support would you like provides you
safety training you consider a priority training? y to receive for online safety with sufficient
for teachers and for study? & training? opportunities to learn
students? about online safety?
Yes 333 | frotectionof |, | Independent | g, Education 86.7 | Notsure 80
personal data study and training
No 66.7 | Cyber addiction| 33.3 | Online courses | 50 Protective 233 Yes 10
technologies
Fraud on the 13.3 Webinars 10 Online resources 6.7 No 10
Internet
Offline resources:
school libraries;
. local child and
Information .
. 6.7 Seminars 6.7 youth support -
literacy
centres;
cyberbullying
hotlines
Cyberbullying 33 Other -
Other -

Note: questions marked with * offered multiple choice answers, so the sum of the percentages for such questions may not add up to 100%

Source: compiled by the author

The next set of questions concerned the experience
of conducting online lessons. The most used platforms for
this purpose were Zoom and Google Meet (Fig. 9). The re-
sults for other platforms showed a possible lack of aware-
ness of their capabilities.

Zoom

Google Meet
Microsoft Teams
WebEx

Flipgrid

Kahoot!
Mentimeter
Padlet

Miro

Other

0 5 10 15 20 25

Figure 9. Platforms and tools for online learning
Source: compiled by the author

The next question was about pedagogical meth-
ods and strategies in online classes: the survey showed
that teachers use a combination of modern methods in
the same way as in the usual format (Fig. 10). It is noted
that the experience of using such methods as discussions,

surveys, quizzes, voting, group work, brainstorming,
role-playing and co-creation of content has organically
fit into the format of online classes. Next, we investigat-
ed the respondents’ opinions on the greatest advantages
and challenges of conducting interactive online lessons.
The greatest advantage was the increased accessibility of
education, and the greatest challenge was the loss of at-
tention when students are distracted by other things dur-
ing interactive online lessons. Technical issues, such as
internet connection problems or malfunctions, and lack
of student motivation and engagement are also of concern
to teachers (Fig. 11).

Discussions

Polls

Quizzes

Voting

Working in groups
Brainstorming
Role-playing games
Content co-creation
Other

0 5 10 15 20 25

Figure 10. Methods and strategies used in online classes
Source: compiled by the author
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10%

10%

17%
50% ?

M Increased student engagement and motivation
Improved collaboration and teamwork
Individualisation of learning
Increasing accessibility of education
Saving time and resources

| do not see any benefits

a)

7%

40%

20%

B Technical issues such as problems with internet connection
Lack of student motivation and engagement
Attention span: students may be distracted by other things
Limited opportunities for non-verbal communication
Need for additional preparation and planning

b)

Figure 11. Respondents’ answers to: a) the benefits of online classes; b) the challenges of online classes

Source: compiled by the author

The next question was designed to find out which
of the tips offered by the teachers to each other the re-
spondents considered the most useful, i.e. it encouraged
the exchange of experience. It is important to note that
the highest priority was given to clearly setting goals and
expectations for each interactive online lesson, as well
as to ensure that students understand them. Next on the
list are tips on how to collect feedback from students and
use it to improve one’s methods of delivering interactive
online lessons, encourage students to discuss and col-
laborate, and thus overcome the loss of attention during
an online class. The interview questions were formed on
the basis of the survey results to delve into topics that
required more detailed consideration and thematic anal-
ysis to identify common themes and categories, and to
compare interview data with the survey results. According
to the results of the interviews, the respondents recog-
nized the significant impact of lack of motivation on their
professional activities, feeling frustrated and stressed, as
they realize that lack of motivation has negative conse-
quences: reduced productivity, procrastination, job dis-
satisfaction, and in some cases, mistakes or negligence
in their work. Lack of motivation made it difficult for re-
spondents to focus on tasks and follow through on what
they started. This had a negative impact on relationships
with colleagues and management. Among the reasons
for the lack of motivation mentioned by the respondents
were the following factors: heavy workload and the re-
sulting lack of time, lack of self-organization skills, burn-
out, and routine duties. The respondents also mentioned
the lack of full-time technical staff to maintain computer
and office equipment and multimedia in proper technical
condition as an important factor that leads to an increase
in workload, respondents expressed their readiness for in-
dividual psychological assistance and discussion of this
issue in communities.
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All respondents had personal experience with stu-
dent distractions and admitted that it was frustrating. The
main reason for this was the lack of interest of students
in learning in general or in the subject in particular. They
were able to partially solve this problem by combining
short motivational speeches and improvisations during
the class. To address the problem of cyber addiction, re-
spondents suggested the introduction of comprehensive
assistance that combines preventive conversations aimed
at raising awareness of the problem of cyber addiction,
developing self-control skills with individual psychologi-
cal support. The respondents considered it necessary for
the institution to develop and implement data protection
policies and procedures, as well as to provide training for
staff and students on their rights and responsibilities. Re-
spondents were aware that some sources provide fairly ob-
jective and complete information on Al, while others may
be biased or have a commercial interest. Trusted sources
include information from Al algorithm developers and sci-
entific articles, although only four respondents said they
had time to follow events.

DISCUSSION

The study examined the level of digital skills and attitudes
of teachers towards the use of digital technologies in ed-
ucation and showed that teachers have sufficient but not
optimal digital skills. The main challenges are lack of moti-
vation, technical difficulties, and integration into the cur-
riculum. Based on the results of surveys and interviews, re-
spondents acknowledged that lack of motivation negatively
affects their professional activities, leading to lower pro-
ductivity, procrastination and job dissatisfaction, and, as a
result, less engagement. S. Fan et al. (2023) also found that
teachers with high digital skills are more engaged in their
work and emphasized the importance of supporting their
mental and emotional health. The authors emphasized



the importance of creating favourable conditions for on-
line and blended education, highlighting the role of digital
literacy in teacher engagement.

The surveys and interviews did not focus on identi-
fying gender differences in perceptions and readiness to
use digital technologies. The authors C. Zhang & L. Vil-
lanueva (2023) investigated the relationship between Al
readiness and technological competence and found that
there is a gender difference in the perception and readi-
ness to use Al This aspect should be considered in future
research. The analysis of the respondents’ survey showed
that the development of digital skills of the respondents
is mainly due to self-study and online courses, and there
is no systemic support. The problem has been studied in
the works of S. Schmidt et al. (2020) and L. Mohandas et
al. (2020). The researchers studied teachers’ perceptions
of online courses and identified factors that influence
the effectiveness of online learning. They identified best
practices to equip teachers with the necessary skills, em-
phasizing the adaptation of curriculum and pedagogy, and
highlighted the need for effective professional develop-
ment programmes for teachers adopting online learning.
The recommendations provided focus on the design and
delivery of online courses.

The results obtained in this study on the use of Al
in education showed that this tool is not actively imple-
mented in the process. They also reflected concerns about
the bias of Al algorithms. Such findings are confirmed by
the study by J. Robert (2024). It indicated that most edu-
cational institutions are developing Al-related strategies
to better prepare students for work, explore new teaching
methods, and improve vocational education. At the same
time, despite the optimism of educational leaders about
the potential of Al, they need additional support to create
new positions related to this technology and perform tasks
such as personalized student support, learning assistance,
research, administrative work, learning analysis, and digi-
tal literacy support. In the interviews, teachers emphasized
the need for age- and education-level-appropriate edu-
cational programmes to help them understand Al and its
impact on life. Similar recommendations are made in the
works by I.A. Chounta et al. (2022) and A. Bewersdorff et
al. (2023). The authors identified widespread misconcep-
tions about Al such as limited understanding of the tech-
nology, attribution of human traits, and unclear percep-
tions of risks and opportunities. This leads to uncertainty
about the impact of Al on society, bias, and distrust.

Given the interest of respondents in the role of Al
in education, it seems appropriate to monitor the cur-
rent trends in order to alleviate uncertainty and concerns
about this new technology: to plan similar studies with
more teachers to explore how Al can be integrated into
classrooms with equity, accountability, transparency, and
ethics in mind. The work of S. Polak et al. (2022) noted that
collaboration between humans and Al is a more powerful
approach than relying solely on technology, as it combines
human creativity and intuition with the power and speed
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of AI data processing. In this context, the Will, Skill, and
Tool (WST) model is worthy of attention, which consid-
ers the following factors: will (teachers’ attitudes towards
technology), skills (level of digital competence) and tools
(availability of technology), and their impact on the effec-
tiveness of technology implementation in education.

An analysis of the digital tools used by respondents
revealed that presentations, video and audio resources,
and social media are the most common. Zoom and Google
Meet were the most popular online communication plat-
forms, and there is interest in learning and using Kahoot!,
Mentimeter and automatic assessment platforms. Re-
spondents emphasized the existence of a digital divide in
the use of technology by teachers and students. It would be
useful to study its impact on Ukrainian vocational educa-
tion. The topic of introducing digital tools into vocational
education is actively discussed in the scientific discourse.
In the article by J. Mohanraj et al. (2019), the authors not-
ed that teachers prefer scientific sources, while students
use YouTube and Wikipedia, and students spend more
time online learning, but teachers are concerned about
their self-discipline. The work of K.O. Lewis et al. (2024)
explored the potential of the metaverse to revolutionize
medical education by offering interactive learning envi-
ronments for personalization and risk-free hands-on ex-
perience. It is noted that the metaverse can adapt teaching
methods, new assessment methods and promote collab-
oration without geographical barriers. At the same time,
challenges such as technical limitations, content quality,
resistance to change, and data security are identified. In
the work by F. Azam et al. (2021), the authors analysed the
impact of dynamic learning methods on medical educa-
tion, in particular, the evolution from static web pages to
simulation learning in the meta-universe.

Given the respondents’ awareness of the needs of the
Ukrainian education system to adapt to the digital age and
implement modern standards for training specialists, it is
appropriate to discuss and implement the results of the
work of M. Maghiar & C. Brown (2022). They investigated
the technological competencies required for college grad-
uates in the south-eastern US by interviewing employers
in various industries about key functions and dimensions
of competence. The authors used an interdisciplinary ap-
proach and found that the level of complexity of the skills
varies significantly. The study provided information for
improving curricula and pedagogical strategies to develop
graduates’ technological skills. The results obtained in this
paper on online security issues indicate that the respond-
ents are aware of this problem and that ways to solve it
require specific knowledge and training programmes.
According to scientists D. Bendler & M. Felderer (2023),
existing models do not provide a complete picture of the
information security sector. The researchers investigat-
ed the skills required to work in cybersecurity and devel-
oped a more comprehensive model. This model covers five
classes of skills, including personal, interpersonal, tech-
nical, cognitive and professional. The researchers plan to
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further study this model to see how it works in real-world
settings. Authors ]J. Marquardson & A. Noshokaty (2019)
proposed a practical approach to methods of studying
cybersecurity requirements for future workers: analysing
entry-level cybersecurity jobs on Dice.com to determine
the required and desired qualifications. The issue of cy-
bersecurity competencies is also discussed in the article
by M. Armstrong et al. (2020). These conclusions and pro-
posed models can be used to develop curricula, evaluate
personnel, and make personnel decisions as a basis for
new competency models or as a supplement to existing
ones. The direct connection of research with the current
state of the labour market is considered useful, and should
be implemented for regular monitoring.

The experience of digital exams and personalized
learning using Al is still perceived ambiguously, accord-
ing to the results of interviews. A study conducted by the
Organization for Economic Co-operation and Develop-
ment (OECD) in Estonia and Norway found that most VET
teachers and students are satisfied with the use of tech-
nologies such as online courses, virtual meetings, robots,
and school information systems (OECD, 2023). However,
the high cost, lack of awareness, and lack of digital skills of
teachers hinder the wider use of these technologies. Rec-
ommendations to overcome these barriers include reduc-
ing the cost of digital tools, raising awareness of available
technologies, supporting the development of new and ex-
isting digital tools, and training teachers in digital skills.

In the interviews, respondents emphasized the im-
portance of comprehensive support for teachers, in-
cluding an attentive attitude to their needs, accessible
support systems, clear communication, priority study of
pedagogical aspects of online learning, cooperation and
exchange of experience. Comprehensiveness and differ-
entiated approach are also recommended in the study by
K. Murray-Johnson et al. (2021). The authors separately
studied a group of teachers who remained silent about
their problems during the COVID-19 pandemic due to
resistance to change, problems with Internet access or
lack of skills, and a group that successfully coped with the
difficulties. The researchers emphasized that this differ-
entiated approach is useful and should be incorporated
into recommendations and future research. Awareness of
such experiences is the key to improving educational re-
sources for teacher professional development. A similar
experience of Emergency Transition to Remote Instruc-
tion (ETRI) is discussed in C. Mazur et al. (2021). The au-
thors investigated the strategies used in the context of
limited interaction and resources. The study showed that
ETRI can increase inequalities among students, but also
led to more flexible learning opportunities. The authors’
recommendations for supporting teachers and students
included synchronous lectures, feedback channels, open
source materials, and DIY labs.

The study found that most VET teachers and stu-
dents are satisfied with the use of modern technology, but
are hampered by high costs, low awareness and lack of

Scientia et Societus, Vol. 3, No. 1, 2024

digital skills. Similar conclusions were drawn in a report
by the OECD (2023). The authors noted that technology
can play an important role in improving the quality of VET
education, but that targeted policy measures are needed
to ensure its effective use. As noted in the latest project
report by Quality Matters and Eduventures, hybrid learn-
ing models combining face-to-face and online experiences
are becoming increasingly common (CHLOE-7: Tracking
online..., 2022). This is a vision of the future of higher ed-
ucation, where students will learn through a combination
of traditional and digital methods. The report highlights
that over 99% of institutions expect online learning to be
part of the typical student experience by 2025. Institution-
al support and restructuring are highlighted as crucial to
this integration.

CONCLUSIONS

The study showed that teachers are actively using digital
tools, but need better support from educational institu-
tions. They are interested in regular information about
new tools, mentoring, and cooperation with professional
organizations to improve their digital competence. The
study also identified the main difficulties and challenges:
lack of motivation, technical difficulties, integration into
the curriculum, and students’ loss of attention during on-
line classes. The current monitoring of the level of digital
skills has identified insufficient knowledge of specialized
software, lack of systematic training and technical sup-
port, and low motivation due to workload and stress as
the main problems. An acceptable and desirable solution
is continuous monitoring to obtain a comprehensive pic-
ture of teachers’ digital competence, which should result
in the creation of effective programmes to improve digital
competence. The proposed measures are aimed at reduc-
ing the digital divide between teachers. The study was
based on a limited sample and self-reported data, which
may affect the accuracy of the data.

To increase motivation, it is recommended to in-
troduce an award system for teachers who successfully
integrate digital technologies into their work. An impor-
tant aspect is to provide access to modern equipment and
software, as well as to organize ongoing technical sup-
port and consultations on the integration of digital tech-
nologies into the educational process. The process of im-
proving teachers’ digital skills should be continuous and
comprehensive, requiring cooperation between teachers,
school administrators, authorities, and employers. In
order to facilitate cooperation between teachers and ex-
perts, it is recommended to create an online community
and forum to maintain an atmosphere of mutual assis-
tance and cooperation, organize mentoring programmes,
and invite digital technology experts to conduct master
classes and consultations. For future research, it is sug-
gested to conduct a study with a more representative
sample, to examine the impact of teachers’ digital skills
on student learning, and to monitor the ethical implica-
tions of Al in education.
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IHcTUTYT NpodecinHoi ocBiTM HalioHanbHOI akafemii nefaroriyHnx Hayk YKpaiHm
02000, npos. Bito-JlntoBcbKMi, 98A, m. Knis, YkpaiHa
https://orcid.org/0000-0001-7901-3493

Po3BUTOK LMPpPOBOI KOMNETEHTHOCTI BUKNAAauiB
3aK/1agiB npodecinHoi OCBiTH

AHOTaLiA. [IndpoBa KOMIIETEHTHICTb BUK/IA/IauiB € KITIOYeM JI0 MiIrOTOBKY CTYeHTIB y 1mdpoBy enoxy. e He mmure
KOMIT IOTepHi HaBUUKM, aJie ¥ CTBOPEHHSI iHTepaKTMBHOI'O HaBYAHHS, OI[iHIOBAHHS Ta CIIiBIpalli. MeTow JOoCTiaKeHHs
6ysa owiHka piBHS iHOpMaIiliHO-KOMYHIKaI[iiHOI KOMIIETEHTHOCTI BMKIazayviB mpodeciiiHoro HaBYaHHS. 3po6aeHo
TOpPiBHSUIbHUI aHAJTi3 iIHCTPYMEHTiB OI[iHIOBaHHS MeliarpaMOTHOCTI BUMK/IaaviB. HamaHo omisi cBiTOBMX i HalliOHATbHUX
TeHJIeH1Iiil pO3BUTKY LM(PPOBOI KOMIIETEHIIi] MMeAarorivHnx pobiTHMUKIB, @ TAKOXX PO3POOKM Ta BIIPOBAIKEHHS ITPOrpam
nigsuieHHs1 1udpoBoi rpamoTHOcTi. IIpuaineHo yBary posi BuKIazaua sk dacwiitatopa, mpobieMaM MepexeBoi
6e3MeKy Ta BUKOPUCTaHHS Ty4yHOro inTeneKkTy (III) B ocBiTi. 3rigHO 3 pe3ynbTaTamMu, piBeHb [1(POBOI KOMITETEHTHOCTI
cepe[ BUKJIa[aviB BapioBaB: 43,3 % MaloTb BUCOKMIA piBeHb, 50 % — cepenHiii, i 6,7 % — HU3bKUI. BUSIBIEHO OCHOBHI
npob6ieMu: HeJOCTATHI 3HAHHSI CIIellia/li30BaHOr0 TPOrPaMHOro 3abe3reueHHs, BiICYyTHICTb CUCTEeMAaTUIHOTO HAaBYaHHS
Ta TeXHiYHOI MiATPMMKH, 8 TAKOK HM3bKY MOTHMBALIil0 yepe3 3aBaHTaKeHiCTh Ta cTpec. Y paMKax po3poOKM MporpaMu
nigBuieHHsT UMGPOBOI KOMIIETEHTHOCTI HaroloIeHo HeoOXiAHICTh BIIPOBaAkeHHST 060B’SI3KOBUX KypCiB 3 1M poBOi
rPaMOTHOCTi, 3abe3IevueHHs] HEOOXiZHUM OOJaAHAHHSM Ta TEXHIUYHOIO MigTPUMKOIO, 3HVDKEHHS HaBaHTAsKEHHS
BMKJIaZa4yiB, PEKOMEH/I0BaHO BiiCTeXKEHHS YCIIIIHOIO Mi>KHapOJHOTO JOCBifY, TAKOTO SIK PETY/ISIpHi KypCcu Ta TPEHIHTH,
OHJIAMH-KYPCH, TPAKTUYHI 3aHSATTS, MPOEeKTHa pobOoTa, TeXHiUHA MiATPMMKA Ta MEHTOPCHKi MPOTpaMM; CTBOPEHHS
CIiJILHOT AJis1 0OMiHY [OCBiIOM Ta CHUCTeMM 3a0XOUeHb I MOTMBYBAHHSI BMKIAZAduiB; opraHizallis eheKTMBHOTO
3BOPOTHOTO 3B’I3Ky. Peamizallisi uux peKoMeHAAliii MOKIMKAHA CHPUSITU TOKpalleHHI0 Uu(poBOI rpaMOTHOCTI Ta
MiZBUIIEHHIO SKOCTi OCBiTH. OTpUMaHi pe3y/ibTaT JOCTiIKeHHS MOXYTb OYTY BUKOPUCTaHi KepiBHUIITBOM HaBUAIbHUX
3aK/Ia/iB JIs1 pO3pOOKM Ta BIIPOBAIKEHHSI IPOTPaM MMiJBUIIeHHS I[M(POBOi KOMIIETEHTHOCTI BUK/IALAYiB, 110 JO3BOIUTD
MOKPAIMATHU SIKiCTh HABYAJILHOTO IIPOIeCY Ta MiATOTYBATH CTYAEHTIB 0 BMMOT Cy4yacHOro UG POBOTo CycIiibCTBa. Takoxk
1li pe3yabTaTy MOXKYTb CTATY B HAroAi fepskaBHMM OCBiTHIM OpraHam Ipyu po3poo61ii Hal[iOHAbHMUX CTAHZAPTIB Ta MOMITUK
070 UG POBOI TPAaMOTHOCTI ITeIarorivHMX MpaliBHUKIB

KnwouoBi cnoBa: indopmariiiiHo-KoMyHiKaIiitHi TexHOMOTii; OHOBMEHHS HAaBMUOK; (acuaiTaTop; edeKTUBHICTb
HaBYaHHS; peUIeKCis mearoris
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